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THE HUMAN FACTOR OF INFORMATION SECURITY: PHISHING IN
CYBERCRIME

Anomauia. Y oaniii cmammi 00CnioAHcyemMovcsi 00I3HAHICb 2POMAOCHLKOCHT U000 NPAKMUKU
Giwuney 6 Yeopuguni, Hazonoutyemocs Ha MIHAUGOMY PO3GUMKY KIOEP3I0HUHHOCMI Md CMpame2iunii
sacciusocmi iHgopmayii' 6 cyuacHomy cycninecmsi. Jocniodxncents susuae memoou ma axmopu, wo
CHpUSIOMb  YCNIWHUM  cXeMam  Qiuuney, SUKOPUCMOBYIOUU CMAMUCIMUYHT 0aHi 051 NOKPAWEeHHs
PO3YMIHHS MA MEXAHIZMIE 3aXUCmy 6I0 MAaKux amax. 3a2iubanyucs y Memoou ma HCUXoni02iuHi
mpueepu, AKi BUKOPUCHOBYIOMbCA 0151 OOMAHY JHcepme, O0CHIONCEHHSI MAE Ha Memi 3abe3neuumu
scebOiune yagieHHs Npo @iuuneosi 3a2posu. J{ocniodceHHs: 8UBYAE, YU BNAUBAIOMb OeMOocpapiuHi
8IOMIHHOCII, oceima ma euxopucmauus [nmepnemy Ha CAPUTHAMAUGICMb 00 DIUUHSOBUX AMAK.
Ilepesipaiombcesa 06a ocHo8HI npunywenns: 1) oemoepaghiuni pakmopu eniuearoms HaA 3HAHHA Ma
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cmaegients 00 @iwuney ma 2) moou yacmo He posnizHarwome cnpoou giwuney. Iliokpecarowyu
BAJNCIUBICMb 3AXUCTY HA OCHOBI NPOYECié HAO CYMO MEXHIYHUMU THCIMPYMEHMAMU, OOCHIONCEHHs
RIOKPeCIOE, Wo pIuieHHs Ma 3HAHHA KOPUCYBAYd € 8UPIiuaibHUMU 015 3axucmy 6i0 giwuney. besneka
HA OCHOBI nMpoyecis, GKIIOUAIOHU ONOKYBAHHS WKIOAUBUX CAUMI6 | CROGIWEeHH KOPUCHY8ayis, Mac
8adCIUBE 3HAUEHHS, NPUYOMY 3HAYHA GIONOGIOANLHICMb JEHCUMb HA NOCMAYAIbHUKAX NOCTYe,
oepoicasnux i HayioHanvhux opeanax oesnexu. OOHAK polb KOPUCHYBAUA € KPUMUYUHO BAICIUBOIO 5K
Haticrabwa aauka 6 aanyioxcky oesnexu. OO2080pIOIOMbC MEXHONAO2IUHI OOCASHEHHS 8 Memooax
3axucmy, 3a3HAYAEMbCA, WO 8 MIpY Mo2o, K Yi Memoou cmarwms eqheKmuGHIUUMU, 3106 MUCHUKU
SMIWYIOMb Y8A2y 3 CUCEM HA NEPCOHAT, AKULL HUMU Kepye. L[ 3mina niokpecaroe 3pocmaroue 3HauenHs
m00cvkoeo  akmopy 6 besneyi 6 Iumepnemi. Inyudenmu giwuney wacmo 3aIUMUAIOMbCA
HENnOMIUeHUMU, OCKIIbKU KOMNAHIL 66aXdCAOMb 30 Kpauje KOMNEHCY8amu 30UmKU, a He BUs8Ismu
8pazauGi Micys, nOOOKWYUCH 3HAYHOI empamu KiieHmis. J{ocniodceHHs NiOKpecioe YiHHICMb
inpopmayii sk mivieni 05t 3104UHYIE, MAK | K BANCIUBO20 3HAHHA O 3anobieanHs. 3axucm OaHux i
NOWUPEHHS 3HAHb € BaXCIUBUMU 3A80aHHAMU & Oopomw0Oi 3 IT-3104uHHiCMIO, WO RNIOKpecnioe
HeobOXIOHICb NOCMIUHUX O0CTIONCEHD | NIOBUUIEHHS 0DI3HAHOCHIL.
Knrouoei cnosa: xibepoesnexa, kopucmyeau, giwiune, ingpopmayis, Oami.

JEL Classification: L86, D83, K24, C88, L63

Absztrakt. Ez a tanulmany az adathaldasz gyakorlatok koztudatat vizsgalja Magyarorszdagon,
hangsulyozva a kiberbiinozés valtozo kérnyezetét és az informacio stratégiai fontossdagat a mai
tarsadalomban. A kutatas a sikeres adathalasz sémdkhoz hozzdjarulo modszereket és tényezdket
vizsgdlja, statisztikai adatok felhasznalasaval az ilyen tamadasok megértésének és vedekezésének
javitasara. Az dldozatok megtévesztésére hasznalt technikdak és pszichologiai kivalto okok
megismerésével a tanulmany atfogo képet kivan nyujtani az adathaldsz fenyegetésekrdl. A kutatds azt
vizsgdlja, hogy a demogrdfiai kiilonbségek, az iskolai végzettség és az internethasznalat befolydasolja-e
az adathaldasz tamadasokra valo hajlamot. Két elsddleges feltevést teszteliink: a demografiai tényezok
befolyasoljak az adathalaszattal kapcsolatos ismereteket és attitiidoket, és hogy az egyének gyakran nem
ismerik fel az adathaldsz kisérleteket. A tanulmany kiemeli a folyamatalapu védelem fontossagat a
tisztan technikai eszkozokkel szemben, és hangsulyozza, hogy a felhasznaloi dontések és ismeretek
kulcsfontossaguak az adathalaszat elleni veédekezésben. A folyamatalapu biztonsag, beleértve a
rosszindulatu webhelyek blokkolasat és a felhasznalok értesitését, alapvetd fontossagu, amely jelentds
felelésséggel tartozik a szolgaltatokra, az allami és nemzetbiztonsagi szervekre. A felhasznalo szerepe
azonban kritikus, mivel a biztonsdgi lanc leggyengébb lancszeme. Megvitatjik a védelmi modszerek
technologiai fejlédését, megjegyezve, hogy amint ezek a modszerek egyre hatékonyabbak, a tamadok
figyelmiiket a rendszerekrol az azokat tizemelteté személyzetre helyezik at. Ez az elmozdulds alahuzza
az emberi tényezo novekva jelentoségét az internetes biztonsdagban. Az adathaldsz incidenseket gyakran
nem jelentik be, mivel a vallalatok inkdabb vallaljak a veszteségeket, mintsem felfedjék a sebezhetdséget,
tartva attol, hogy jelentds iigyfélveszteséget okoznak. A tanulmany hangsulyozza az informdcio értékét,
mind a biinozék célpontjaként, mind pedig a megeldzés szempontjabol kulcsfontossagu tuddasként. Az
adatok védelme és az ismeretek terjesztése alapvetd feladat az informatikai biinozés elleni kiizdelemben,
hangsulyozva a folyamatos kutatas és tudatossag sziikségességet.

Kulcsszavak: kiberbiztonsag, felhasznalo, adathalaszat, informacio, adatok.

Abstract. This study investigates public awareness of phishing practices in Hungary, emphasizing
the evolving landscape of cybercrime and the strategic importance of information in contemporary
society. The research examines the methods and factors contributing to successful phishing schemes,
employing statistical data to enhance understanding and defense mechanisms against such attacks. By
delving into the techniques and psychological triggers used to deceive victims, the study aims to provide
a comprehensive view of phishing threats. The research explores whether demographic differences,
education, and internet use influence susceptibility to phishing attacks. Two primary assumptions are

224



Acta Academiae Beregsasiensis. Economics
Bunyck 6. (2024) 6. szam (2024) Volume 6. (2024)

tested: that demographic factors affect knowledge and attitudes about phishing, and that individuals
frequently fail to recognize phishing attempts. Highlighting the importance of process-based protection
over purely technical tools, the study stresses that user decisions and knowledge are crucial in defending
against phishing. Process-based security, including blocking malicious sites and notifying users, is
essential, with a significant responsibility resting on service providers, state, and national security
agencies. However, the user's role is critical as the weakest link in the security chain. Technological
advancements in defense methods are discussed, noting that as these methods become more effective,
attackers shift their focus from systems to the personnel operating them. This shift underscores the
increasing significance of the human factor in internet security. Phishing incidents often go unreported
as companies prefer to absorb losses rather than reveal vulnerabilities, fearing significant customer
loss. The study emphasizes the value of information, both as a target for criminals and as crucial
knowledge for prevention. Protecting data and disseminating knowledge are essential tasks in
combating IT crime, underscoring the need for ongoing research and awareness.
Key words: cybersecurity, user, phishing, information, data.

Problem description. In the nearly half century since its publication, significant
advancements have occurred in computer technology and computer networks. Presently,
the Internet and digitization have permeated domains traditionally reliant on analog
devices, spanning from timepieces to television broadcasting to telecommunication
systems. The exponential growth is evidenced by the surge in Internet users from one
hundred thousand in 1990 to 4.2 billion by 2018. Contemporary society heavily relies
on mobile, hybrid, and web applications to enhance efficiency in both business
operations and daily activities. Despite the convenience brought about by new devices
such as smartphones and digital banking services, the evolution of the Internet is not
devoid of challenges.

The Internet landscape also harbors detrimental aspects, exemplified by the
proliferation of illicit activities within the gray or dark zones, including piracy, drug
trafficking, pornography, and various forms of cybercrime. The financial gains from
cybercrime are steadily increasing, propelled by technological advancements that equip
malefactors with sophisticated tools at decreasing costs and the widespread adoption of
the Internet, rendering cybercriminal activities lucrative investments.

The escalation of cybercrimes is exacerbated by misconceptions regarding online
security, like the belief that sensitive data is primarily stored on well-secured corporate
servers rather than on end-user devices. Recent incidents, such as the unauthorized
access to over 1 billion official personal records from the Indian government database
in 2018, debunk this notion. The World Economic Forum (WEF, 2019) has identified
cybercrime as a prominent global risk with severe repercussions, particularly
emphasizing the effectiveness of phishing and social engineering techniques in modern
cybercriminal operations. Phishing, a prevalent cybercrime, poses threats to individuals,
organizations, critical infrastructure, and national security. Its deceptive nature makes it
challenging to detect well-crafted attacks, underscoring the pivotal role of user vigilance
in thwarting cyber threats.

Malicious phishing is one of the most widespread cybercrimes [24, 28, 29, 30]. It
equally threatens individuals, companies, the operation of critical infrastructure and the
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state itself [33]. Its basic element is deception, so it is difficult to recognize well-
prepared attacks. The responsible decision of the user is therefore the most critical
element in any system [4, 6].

Analysis of recent research and publications. There are many examples of the
typification of cybercrimes in the literature. The authors often list a large number of
possible activities, from virus and worm attacks to e-mail messages all the way to
identity theft, or following Z. Nagy [22], they talk about the indefinable scope, mass and
high damage value of delicts.

The functional infrastructure is the primary basic service of the information
society, which ensures the production, transmission, processing, acquisition and use of
information [11]. The supporting infrastructure ensures its uninterrupted operation. The
global IIS is a set of networks providing global information traffic, the best known of
which is the Internet. Users are connected to the global network via the national
infrastructure. The protection IIS ensures the protection of devices and networks used
to store, manage, retrieve and display information [12]. However, this second definition
of cybercrime ignores that in addition to/instead of IIS, the attack may also target the
user. The entire range of targets is therefore fully formulated by Poonia [25].

Phishing, a form of cybercrime, involves perpetrators masquerading as reputable
entities or organizations and initiating contact with their targets via email, phone, or text
message. Through deceptive means, the criminals coax the targets into divulging
"sensitive" information, including personal identification details, financial data (such as
bank account and credit card information), and passwords. Subsequently, the acquired
information is exploited to inflict financial harm or perpetrate identity theft [13, p. 3].
Hence, phishing can be construed as a type of social engineering tactic deployed to
manipulate individuals into compromising their confidential data.

The definition of Whittaker et al. [32] approaches the problem of phishing sites in
a similar way. According to them, the phishing site illegitimately presents itself as
belonging to a trusted third party, inducing the user to behave in a way that he would
only do at the request of the trusted third party. According to the division of the Europol
European Cybercrime Center (2018), however, the social engineering is not a method
of phishing, but a superordinate concept and hypernym. Kiss et al. [16] emphasize two
characteristics of phishing. Firstly, the deception employed in phishing is indirect,
implying that there is no direct interaction between the perpetrator and the victim.
Secondly, the victim voluntarily furnishes the requested data to the phisher through
online channels. The diverse terminology associated with the concept signifies the
absence of a universally standardized definition. Nevertheless, it is unequivocal that
phishing hinges on two essential components: the presence of a computer and access to
the Internet. Furthermore, a third critical factor, termed the human factor, encompasses
both the perpetrator and the user. Noteworthy common attributes of phishing include
organizational structures, division of labor among perpetrators, and the utilization of
automation in executing fraudulent activities.

Phishing and related research are based on scientific theories. Theoretical
criminology deals not only with theories about the development and conditions of
crimes, but also with victims and perpetrators. Since my own research related to this
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thesis focuses primarily on the former, in this chapter I review the theories related to
victimization. Early theories primarily dealt with the classification of phishing attack
methods and their treatment as a process [ 14]. Later, theories describing and explaining
circumstances, causes and motivations using the knowledge of related sciences
appeared. One of these is the TTAT created by Liang and Xue [18]. The theory
scrutinizes and elucidates potential strategies for mitigating technological hazards, with
a primary focus on assessing what individual users can undertake to avert such dangers.
The scrutiny of user behavior holds paramount importance, as it is evident that the user
constitutes the most vulnerable link in information technology security [2].

Gupta et al. [9] classified the types of phishing as follows: technological and social
an engineering type is separated.

Highlighting previously unresolved parts of the overall problem. An
investigation conducted in Hungary in 2019 aimed to assess public awareness of
malicious phishing practices, emphasizing the evolving landscape of cybercrime and the
strategic importance of information in contemporary society.

The study delves into the morphology of cybercrime, focusing on the modus
operandi and factors contributing to the success of phishing schemes. It elucidates the
techniques and psychological triggers employed in deceiving victims, drawing insights
from statistical data to enhance understanding and defense mechanisms against phishing
attacks. Additionally, criminological theories pertaining to IT-related crimes and
victimization are explored to elucidate the underlying causes and preventive measures
against cyber threats.

Goals of the article. This article aims to explore whether demographic
differences, education, and internet use are related to susceptibility to phishing attacks.
To address this research question, data from the literature and original research results
were utilized.

The objective was to test two initial assumptions: first that knowledge and attitudes
about phishing exhibit demographic differences; and second, that individuals often fail
to recognize phishing attacks. The idea of this paper was to highlight the importance of
the topic and the need for appropriate and conscious defense against phishing. While
technical tools such as spam filters, anti-viruses, and firewalls play a significant role,
process-based protection is deemed more critical than technical security. Process-based
security includes blocking malicious sites and notifying users, which is a responsibility
of service providers, state, and national security agencies. However, the user is a crucial
link in the security chain, as the success or prevention of a cyber attack in a phishing
situation often depends on user decisions. In this context, the role of knowledge and
information is paramount, enabling end users to make informed decisions.

Presentation of the main research material. Figure 1 shows the percentage of
crime types using the world's 2018 cybercrime statistics [23].
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Main types of cybercrime in 2018

Cyberfraud 14%

Other crime 12%

Spam 12%

Child pomography 11%
Hacktivism 10%

Ransomware
Hate speech
Identity theft 9%
Cyber terrorism

Counterfeiting 5%

h_al

&~
Sl s
>~ ==

Copyright infringement 2%

Total 100%

Fig. 1. Distribution of the main types of cybercrime in 2018*
*Source: own editing based on [23]

Phishing is not included as a separate category here, which can occur as part of
many forms of crime, from identity theft to internet fraud and spamming to cyber
terrorism. Based on the figure, among online crimes, cyber fraud and spamming are the
most common, but from the point of view of social danger, child pornography and hate
speech are the most important. Their frequency is not far behind spam. From the point
of view of strategic-tactical danger, however, cyber terrorism should be highlighted,
mainly due to the destruction of infrastructure and communication. However, since
2012, phishing has been listed separately in the FBI's cybercrime statistics. The number
of victims and the financial loss caused by phishing is increasing every year, which
clearly shows the topicality and importance of the topic.

Phislabs' statistical analysis [24], the most frequently affected target sector, e-
mails, accounts for a quarter of all cases. However, actions related to financial matters
and payment services together account for even more, more than a third of all cases
(Figure 2).
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Cybercrime target sectors in 2018

e-mail/online services 26.1%
Financial 20.5%
Digital payment 16.1%
Online file storage 13.8%
e-commerce 7.6%
On.demand software 7.1%

Social network 4.5%

Other BRXIEA

Dating sites

N
=
o
o

Government services I 0.5%

Total 100%

Fig. 2. Target sectors of cybercrime*
*Source: own editing based on [24].

Among the traditional phishing attacks, those aimed at opening especially
malicious attachments have increased significantly, also using attachment types such as
pdf or arj, which were thought to be safe for a long time. Cybercriminals have also made
significant improvements in phishing techniques implemented via mobile devices: 21%
more clicks were made on links to phishing sites from Facebook pages optimized for
mobile devices than in the case of the computer-optimized version [8].

Anti-phishing organisations regularly publish statistics on the topic of phishing.
Also an international consortium called Working Group (hereinafter: APWG; 2010-
2018), which was founded in 2003 and now has more than 3,000 members. Among
others, they are members of world-famous security companies such as BitDefender,
Symantec, McAfee, as well as business "giants" such as ING Group, VISA, MasterCard,
or American Bankers. Association. Their quarterly publication describes not only the
current involvement and risk statistics, but also the most common techniques, the most
attacked sectors (currently the banking sector and e-commerce) and, for example, the
domains that are most often used by phishing cybercriminals. The top 20 list of these
countries, e.g. In the fourth quarter of 2018, ".com" sites were in the lead with an
overwhelming advantage, but several African countries (Mali, Gabon, Central African
Republic) also ranked high (just think of the “Nigerian letter” method). Comparing the
data of older publications (Q4 2009) with the latest (Q4 2018), the trends are also clearly
visible. Between 2009 and 2018, the number of phishing sites detected per month
increased from 30,000 to 50,000. The most vulnerable sectors, however, have always
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been financial and payment services that can be linked to money (almost 50% of all
attacks target these, but this value is supplemented by the use of the webmail sector to
obtain banking data, for example through phishing). The statistics also show that the
goals have changed over the course of a decade, and instead of money, information has
increasingly become the valuable "booty". PhishLabs [24] reported similar trends.

Finally, it is important to mention that Europol also has its own statistics.
According to them, phishing has been reported in nearly 75% of EU member states, and
phishing investigations are underway in 40%. Based on these data, the expected trend
of phishing shows an increasing trend. Since the body's statistics only include closed -
or ongoing - cases, the most frequently used technique is the installation of malware
(malicious program) on the target person's device for the purpose of data theft. Although
the trend of phishing is on the rise, fortunately most of the targeted people already
recognize that something is wrong - and only 4% click on the link [7].

There are many theories related to cybercrime and phishing. Some theories focus
on victims, specifically the causes and factors of victimization. These theories of
victimization are the focus of this research as well, as it aims to understand why and
how individuals become victims in cyberspace.

Criminological theories are categorized in various ways in the literature. From the
system described by A. Borbiré [3], theories more closely related to phishing were
highlighted. The foundation of this research on cybercrime is Cohen and Felson's [5]
routine activity theory, which posits that three factors are necessary for a crime to occur:

— A motivated offender (capable and willing to commit the crime),

— An attractive target,
— Inadequate supervision/guarding (lack of personal or equipment
protection).

The theory is also valid for online crime, as Pratt, Holtfreter and Reisig [26],
Maimon et al. [20], and Jansen and Leukfeldt [15] have proven with their studies.

The diversity of cybercrimes that the perpetrators also act on the basis on multiple
motivations [21]. The same can be said about the victims. Several factors contribute not
only to becoming a criminal but also to becoming a victim, as outlined in [17]. For
example, the desire for importance, fame or money can make individuals susceptible to
frauds, such as the classic "Nigerian letter" scheme. The need to feel important can also
manifest itself in self-indulgence. For this reason, someone can become a victim of
phishing, identity thieves or cyberbullying due to their Facebook activities. Money is
also the motivating factor when the user decides to download illegal content or hacked
programs instead of legitimate content. This is because in general, not only does he
infringe copyrights, but he also becomes a victim, for example, as a result of malicious
programs being downloaded without his knowledge. A typical example of this is when
installing a hacked antivirus actually installs malware, which even disables existing
protection. Since money is the most important motivational factor, the attacks on it can
be many. Any crime can occur, from phishing that obtains bank card data and online
banking access to physical card theft [30]. It is much rarer, but it also happens that
someone clicks on a phishing link out of a desire for knowledge. A much more common
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motivation is curiosity. In addition to the desire for entertainment and ideological
influences, comfort, laziness or impatience often override common sense.

From the early days of theoretical criminology, the researchers of crime theories
investigating biological causes were and are still being investigated in many areas.
Lombroso only studied anthropological characteristics, today the field of genetics and
neurotransmitters is the target of the studies. Related to this is the description of the role
of the amygdala and stress in relation to phishing [10]. In human decisions, behavior is
controlled by ancient brain areas such as the limbic system and one of its areas, the so-
called amygdala. The paths starting from here pass through areas of the brain that are
developmentally ancient regions, older than the cortical fields responsible for logical
thinking, and primarily play a role in triggering instinctive actions. However, instinctive
decisions usually take place among the options that can be taken into account on
average, the individual specification of the given situation is then completely left out of
the calculation. Hadnagy and Fincher [10] list a number of manipulative techniques, all
of which have in common that the adrenal glands release stress hormones into the blood,
which raise the blood pressure, the heart rate accelerates, the pupil dilates, all the body's
essential blood supply is reorganized to the muscles - in short, the body prepares to "run"
or hit" in response. This is the so-called Canon emergency response, which is extremely
useful for survival, and then it goes off and everything goes back to rest. A constant state
of excitement, on the other hand, damages the body - this is stress defined by Janos
Selye.

Another modern offshoot of early biological theories is the theory of intelligence.
The distribution of the population based on intelligence level follows a Gaussian curve.
It can be assumed that the victims can be located in any part of the bell curve. However,
as a result of the sophisticated methods of phishing, anyone can become a potential
victim. The success achieved by the user in this area has two basic conditions: the
perceived threat and the motivation that develops as a result. The relationship between
these and the result of their combined effect on users is illustrated by the following
matrix (Table 1)

Table 1.
TTAT! matrix*

The nature of the threat

can be detected not detectable
avoidable action no action
cannot be avoided no action no action

*Source: own editing based on [18].

Routine action is suitable for explaining victimization. The third factor of the
routine action theory, defense, is discussed in itself by Rogers' defense motivation theory
of cognitive sociology [27]. According to this, he decides whether the subject
implements defensive behavior based on the evaluation of two factors. One is the degree
of threat, and the other is the assessment of whether it is worth protecting yourself. The
extent of the threat is determined by the expected severity of the event and the

Technology Threat Avoidance Theory
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vulnerability of the threatened party, as well as the advantage/disadvantage resulting
from the situation. In judging the response, the decision is made on the basis of how
effective the response is, as well as the defense itself and how big the victims are with
the defense. These factors are described similarly to mathematical equations:

. o benefi
severity + vulnerability — ﬁz;zkz threat (1)

efficiency - casualties = response
threat + response = defense motivation

As the end result of the "system of equations", the defense motivation level is
determined. This level dictates whether individuals under attack will defend themselves
and, if so, what method they will choose for their defense.

Conclusions and prospects for further research. Technological progress
continues to develop new defense methods against online attacks. Many of these
methods are so innovative and significant that they are protected by patent law, such as
Gupta et al.'s method for filtering out phishing websites. As the effectiveness of defense
methods increases, malicious attackers often shift their focus from targeting systems to
targeting the personnel operating them. Consequently, the role of the human factor in
internet security is becoming increasingly important.

Phishing, unfortunately, shares a high level of latency as a crime. Companies often
choose to remain silent and absorb the losses rather than disclose their vulnerabilities,
as admitting to such weaknesses can lead to significant customer loss.

Research indicates that information is a valuable asset. This applies to both the
data targeted by criminals and the knowledge about prevention. Protecting data and
disseminating knowledge are key tasks in efforts to combat IT crime, a point to be
emphasised in further research.

References

1. Anti-Phishing Working Group (2009-2018) Phishing Activity Trends. Available from:
https://www.antiphishing.org/resources/apwg-reports/ (last accessed: February 2, 2024)

2. Arachchilage and Love, S. (2013). A game design framework to avoid phishing attacks. Computers
in Human Behavior 29 (3), 706-714. DOI : https://doi.org/10.1016/j.chb.2012.12.018

3. Borbiro, A. (2016). Kriminoldgiaelmélet: biin6zésmagyarazatok (Theory of Criminology. Crime
Explains —in Hungarian) In: Borbird, A., Gonczol, K., Kerezsi, K., Lévay, M. (szerk.). Kriminoldgia.
Budapest: Wolters-Kluwer, 29-313. o.

4. CERT Insider Threat Team (2013). Unintentional Insider Threats: A Foundational Study. Available
from: http://resources.sei.cmu.edu/library/asset-view.cfm?AssetID=58744 (last accessed: March 3,
2024)

5. Cohen, LE and Felson, M. (1979). Social Change and Crime Rate Trends : The Routine Activity
Approach. American Sociological Review, 44 (4), 588-608. DOI : 10.2307/2094589

6. Cranor, LF (2008). Framework for Reasoning About the Human in the Loop. Proceedings of
Usability, Psychology & Security (UPSEC). Available at:
https://www.usenix.org/legacy/event/upsec08/ tech/full papers/cranor/cranor.pdf (last accessed:
April 4, 2024)

232



Acta Academiae Beregsasiensis. Economics
Bunyck 6. (2024) 6. szam (2024) Volume 6. (2024)

7. Europol (2018). Internet organised crime threat assessment (IOCTA). Available from:
https://www.europol.europa.eu/activities-services/main-reports/internet-organised-crime-threat-
assessment-iocta-2018 (last accessed: May 5, 2024)

8. Gupta, S. and Kumaraguru, P. (2014). Emerging Phishing Trends and Effectiveness of the Anti-
Phishing Landing Page. APWG Symposium you Electronic Crime Research (eCrime). 36-47. DOI:
10.1109/ecrime.2014.6963163

9. Gupta, BB, Nalin, A., & Kostas, P. (2017). Defending against Phishing Attacks: Taxonomy of
Methods, Current Issues and Future Directions. Telecommunication Systems. DOI
10.1007/s11235-017-0334-z

10.Hadnagy, C. & Fincher, M. (2015). Phishing Dark Waters — The Offensive and Defensive Sides of
Malicious Emails, Indianapolis: Wiley. Available from: https://the-
eye.eu/public/Books/HumbleBundle/phishingdarkwaters.pdf (last accessed: June 6, 2024)

11.Haig, Zs. & Varhegyi, 1. (2005). Hadviselés az informacios hadszintéren (Warfare on the information
battlefield — in Hungarian). Budapest: Zrinyi Kiado.

12.Haig, Zs., Hajnal, B., Kovacs, L., Muha, L. & Sik Z. N. (2009). A kritikus informéacios infrastruktarak
meghatarozasanak modszertana (Methodology for defining critical information infrastructures — in
Hungarian). ENO Advisory Kft.

13.Jakobsson, M. & Myers S. (2007). Phishing and countermeasures: understanding the increasing
problem of electronic identity theft John Wiley & Sons, Inc.

14.Jakobsson, M. (2005). Modeling and Preventing Phishing Attacks. In: Patrick A.S. & Yung M.
szerk., Financial Cryptography and Data Security  Berlin: Springer, 89-108. o. DOI:
10.1007/11507840 9

15.Jansen, J. and Leukfeldt, R. (2016). Phishing and Malware Attacks on Online Banking Customers in
the Netherlands: A Qualitative Analysis of Factors Leading lake Victimization. International Journal
of Cyber Criminology, 10 (1), 79-91

16.Kiss, T. & Parti K., Prazsdk G. (2019). Cyberdeviancia (Cyberdeviance — in Hungarian). Budapest:
Dialog Campus Kiadd, Budapest.

17.Kovécs-Angel, M. (2019). 8 év bortont kaphat az etikus hacker, aki sz6lt a Magyar Telekomnak egy
biztonsagi résrdl (The ethical hacker who told Magyar Telekom about a security hole could be jailed
for 8 years — in Hungarian). 24.hu. januar 27. Available: https://24.hu/belfold/2019/01/27/etikus-
hacker-telekom/

18.Liang, H., & Xue, Y. (2009). Avoidance of Information Technology Threats: A Theoretical
Perspective. MIS Quarterly 33 (1), 71-90. DOI: 10.2307/20650279

19.Long, RM (2013). Using Phishing to Test Social Engineering Awareness of Financial Employees.
MSc. Eastern Washington University. doi : 10.13140/RG.2.1.3846.0565

20.Maimon, D., Kamerdze, A., Cukier, M., & Sobesto, B. (2013). Daily Trends and Origin of Computer-
Focused Crimes Against a Large University Computer Network: An Application of the Routine-
Activities and Lifestyle Perspective. British Journal of Criminology 53 (2), 319-343. doi : 10.1093/
bjc /azs067

21.Mendi-Kozma, L. (2016). A kiberbiindzés egyes aspektusai — az online zaklatas (Some Aspects of
Cybercrime - Online Bullying — in Hungarian). Karoli Gaspar Reformatus Egyetem Allam-és
Jogtudomanyi Kar

22.Nagy, Z. A. (2009). Biincselekmények szamitogépes kornyezetben (Crimes in a computer
environment — in Hungarian). Budapest: Ad Librum Kft.

23.Noah, M., Nurse, JRC, Webb, H., & Goldsmith, M. (2019). Cybercrime Investigators are Users too!
Workshop on Usable Security (USEC 2019). San Diego: Internet Society, California, February 24.
DOI: 10.14722/usec.2019.23032

24 PhishLabs (2019). 2018 phishing trends & intelligence report. Available from:
https://info.phishlabs.com/hubfs/2018%20PT1%20Report/PhishLabs%20Trend%20Report 2018-
digital.pdf (last accessed: 5 January 2024)

233



Acta Academiae Beregsasiensis. Economics
Bunyck 6. (2024) 6. szam (2024) Volume 6. (2024)

25.Poonia, AS (2014). Cyber Crime : Challenges and its Classification. International Journal of
Emerging Trends & Technology in Computer Science 3 (6), 119-121. He. Available:
https://www.ijettcs.org/Volume3Issue6/IJETTCS-2014-12-08-96.pdf (last accessed: 4 April 2024)

26.Pratt, TC, Holtfreter, K., & Reisig, MD (2017). Routine Online Activity and Internet Fraud Targeting
: Extending the Generality of Routine Activity Theory. Journal of Research in Crime and
Delinquency 47 (3), 267-296. He. doi : 10.1177/0022427810365903

27.Rogers, RW (1975). Protection motivation theory of fear appeals and attitudes change. Journal of
Psychology 91 (1), 93-114. He. doi : 10.1080/00223980.1975.9915803

28.Scamwatch  (2019). Scam  statistics.  Available:  https://www.scamwatch.gov.au/about-
scamwatch/scam-statistics (last accessed: January 1, 2024)

29.Symantec (2019). Internet Security Threat Report. Available from:
https://www.symantec.com/security-center/threat-report (last accessed: February 2, 2024)

30.Verizon (2019). 2018 Data Breach Investigations Report Executive Summary. Available:
https://enterprise.verizon.com/resources/reports/DBIR 2018 Report.pdf (last accessed: Janruary 1,
2024)

31.World Economic Forum (WEF) (2019). The Global Risks Report 2019. Genf: WEF. Available:
http://www3.weforum.org/docs/WEF Global Risks Report 2019.pdf (last accessed: June 6, 2024)

32.Whittaker, C., Ryner, B., & Nazif, M. (2010). Large-scale automatic classification of phishing pages.
Proceedings of the Network and Distributed System Security Symposium (NDSS). San Diego, Feb.
28 - March 3. Internet Society.

33. Wueest, C. (2014). Targeted Attacks Against the Energy Sector. Symantec. Avialable:
https://www.symantec.com/content/en/us/enterprise/media/security response/whitepapers/targeted
_attacks against the energy sector.pdf (last accessed: May 5, 2024)

234



